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ABSTRACT

As autonomous and connected vehicles become increasingly popular, the security of
in-vehicle networks has emerged as a critical challenge for operations research (OR), requiring sys-
tematic optimization approaches. This study applies OR principles to cybersecurity defense systems
by analyzing intrusion detection as a multi-criteria decision optimization problem. We evaluate the
Car-Hacking dataset from a decision-theoretic perspective, quantifying its effectiveness in develop-
ing security countermeasures across multiple attack vectors in automotive Controller Area Network
(CAN) environments. Our methodological framework implements multiple algorithmic approaches,
Decision Tree, Random Forest, Gradient Boosting, and Convolutional Neural Networks, as com-
peting decision optimization models for security classification tasks. The comparative evaluation
demonstrates how OR techniques can effectively balance the trade-off between detection sensitiv-
ity and specificity when optimizing in-vehicle security systems. This work contributes to the OR
literature by establishing a quantitative framework for evaluating security datasets and demonstrat-
ing how structured decision spaces enhance the development of adaptive defense mechanisms for
critical transportation infrastructures. The results highlight the value of representative datasets in
building robust security optimization models capable of addressing emerging threats in increasingly
complex vehicular networks.
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1. Introduction

Modern vehicles have evolved from simple means of transportation to Intelligent Trans-
portation Systems (ITS), which offer functionalities such as internet connectivity and integration
with other devices [Almehdhar et al., 2024]. The emergence of connected autonomous vehicles
introduces complex optimization problems in cybersecurity defense, requiring advanced techniques
from operations research (OR), artificial intelligence, and integrated systems to maintain both secu-
rity integrity and operational efficiency.

The optimization of security frameworks for connected autonomous vehicles represents a
critical application of OR in defense systems. As noted by Liu et al. [2017], these vehicles utilize
sensor networks, data processing algorithms, and artificial intelligence to perform complex tasks
with minimal human intervention, creating a multidimensional decision space where security and
performance must be simultaneously optimized.

However, as these vehicles become more connected, new demands arise to ensure secu-
rity and reliability [Almehdhar et al., 2024]. Since this connectivity also brings vulnerabilities that
expose vehicles to cyberattacks, it can compromise everything from data privacy to physical vehicle
control. In particular, the CAN (Controller Area Network) bus, widely used for internal communi-
cation between vehicle components, is a recurring target due to the absence of authentication and
encryption mechanisms.

In this context, Intrusion Detection Systems (IDSs) play an essential role by analyzing
data traffic patterns to identify deviations or anomalies that may indicate intrusion attempts [Korium
et al.,, 2024]. These systems represent a practical application of OR principles, formulating the
security problem as a multi-objective optimization where detection accuracy must be maximized
while minimizing false alarms under computational resource constraints.

With the evolution of vehicular networks and technologies like 5G and IoT, IDS must be
adaptable. Since IDS relies on machine learning and pattern analysis algorithms, the performance
of these systems is directly related to the diversity, representativeness, and relevance of the data
feeding the model. To accurately detect threats, it is essential that the dataset contains diverse
attacks and behaviors [Sanaboina et al., 2023], ensuring the effectiveness and generalization of IDS
in real-world scenarios.

Thus, this work aims to explore the Car-Hacking Dataset [Lee et al., 2017] through an
operations research perspective. Our contribution differentiates itself by analyzing the intrusion de-
tection problem as a multi-objective optimization challenge, where the goal is to maximize threat
identification effectiveness while minimizing false alarm rates, considering the computational con-
straints of vehicular environments. Rather than proposing new datasets or focusing primarily on
technical limitations, we provide a systematic quantitative analysis of intrusion detection as an
optimization problem in defense systems. This operations research approach contributes to the de-
velopment of more efficient security infrastructures for autonomous transportation networks, based
on mathematical models for decision support in cyber risk scenarios.

2. Autonomous Vehicles and Cybersecurity

The development of autonomous vehicles marks a transformation in the transportation
sector, enabling new forms of mobility that promise to enhance user safety, efficiency, and conve-
nience. Equipped with advanced sensors and artificial intelligence systems, these vehicles can per-
form complex tasks such as navigation, environmental monitoring, and real-time decision-making,
reducing the need for human intervention.

The classification of autonomous vehicles is based on levels of automation, ranging from 0
to 5, according to the definition by the Society of Automotive Engineers (SAE) !. Figure 1 illustrates

1 https://www.sae.org/standards/content/j3016_202104/
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Figure 1: Representation of vehicle autonomy levels according to SAE (Society of Automotive Engineers)
classification. Levels range from O (no automation) to 5 (full autonomy), indicating the degree of control
and intervention in the vehicle. Adapted from [Kim, 2025].

Atlevel 0, there is no automation, meaning the driver has full control, although the vehicle
may offer basic assistance systems such as collision warnings. Level 5 represents full automation,
where the vehicle can operate under all conditions and scenarios without any human intervention,
enabling connectivity between the vehicle and other network elements [Silva et al., 2024]. However,
this connectivity with devices, external networks, and infrastructures also makes them vulnerable.

Operations research provides essential mathematical frameworks for modeling the trade-
offs between security, performance, and resource utilization in autonomous vehicular systems.
These models help engineers and security specialists understand the complex decision boundaries
between normal operations and potential security breaches, allowing for more efficient resource
allocation in defensive measures.

Thus, cybersecurity in autonomous vehicles is a critical aspect, as failures in control sys-
tems can lead to severe consequences [Korium et al., 2024]. The internal systems of autonomous
vehicles include multiple connection points, including electronic control units (ECUs) to communi-
cation interfaces like Wi-Fi, Bluetooth, and long-range networks susceptible to cyberattacks [Man-
sourian et al., 2023].

To protect the integrity of autonomous vehicles, security mechanisms are required to mon-
itor and detect suspicious activities or anomalies in their internal and external networks. In this
scenario, Intrusion Detection Systems (IDSs) emerge as a solution in threat identification.

3. Operations Research for Autonomous Vehicle Cybersecurity

Autonomous Driving Systems (ADSs) face significant cybersecurity challenges due to
their reliance on interconnected networks and machine learning algorithms. Modern vehicles de-
pend on electronic control units (ECUs) connected through networks like the Controller Area Net-
work (CAN), which were designed primarily for efficiency rather than security [Koscher et al.,
2010]. This architectural vulnerability creates a complex decision space where OR methodologies
can provide systematic approaches to security optimization.

Security vulnerabilities in ADSs can be categorized into two main domains: infrastructure-
based attacks targeting ECUs and algorithmic attacks exploiting machine learning components.
ECU-based attacks take advantage of communication protocol weaknesses, potentially compro-
mising critical vehicle functions [Korium et al., 2024]. Common attack vectors include infiltration
through infotainment systems and manipulation of diagnostic interfaces like the On-Board Diagnos-
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tics II (OBD-II) [Kang et al., 2018]. Countermeasures in the literature include distributed firewall
systems and code authentication techniques that optimize the security-performance trade-off.

The machine learning components of ADSs introduce additional security concerns through
adversarial machine learning. The perception and decision-making algorithms in ADSs can be com-
promised through poisoning attacks during training or evasion attacks during operation [Biggio and
Roli, 2018]. For example, Boloor et al. [2019] demonstrated that physical modifications to road
surfaces could manipulate ADS algorithms into unsafe steering behaviors, highlighting the need for
robust detection systems.

Adversarial risk analysis provides an operations research framework for enhancing ADS
security by modeling the interactions between defenders and attackers while accounting for uncer-
tainty [Rios Insua et al., 2020]. This approach enables more effective decision rules for intrusion
detection systems operating under threat scenarios [Naveiro et al., 2019], important when protecting
critical vehicle functions from malicious interference that could affect passenger safety.

The effectiveness of intrusion detection systems depends significantly on the representa-
tiveness of the datasets used for training and testing [Sanaboina et al., 2023]. Operations research
contributes valuable optimization techniques for dataset selection, feature extraction, and algorithm
training that maximize detection accuracy while minimizing false positives. For datasets like the
Car-Hacking Dataset examined in this work, OR methods help determine optimal classification
thresholds that balance sensitivity to different attack types while maintaining computational effi-
ciency in resource-constrained vehicular environments.

As autonomous vehicle technology advances, the quality and diversity of security datasets
will play an increasingly critical role in developing robust protection systems. Operations research
approaches that optimize the evaluation and utilization of these datasets represent a significant con-
tribution to ensuring that intrusion detection systems can effectively identify and respond to emerg-
ing cybersecurity threats in the automotive domain.

4. Intrusion Detection Systems

Intrusion Detection Systems (IDSs) protect vehicular networks from attacks. These sys-
tems are designed to monitor data traffic, identify patterns that exhibit anomalies, and respond to
potential threats before they cause significant damage [Abdulganiyu et al., 2023].

There are two main types of IDSs: signature-based and anomaly-based. Figures 2a and 2b
illustrate the functioning of each type of IDS. Signature-based IDSs work by storing a set of patterns
or signatures of known attacks in a database [Otoum and Nayak, 2021]. When new data packets
arrive on the network, their characteristics are compared with the stored signatures. This approach
is highly efficient in detecting previously documented attacks, as identification occurs accurately.

Moreover, the low false-positive rate makes this method reliable in environments where
most threats have already been cataloged. However, it is not effective for detecting unknown attacks
that lack pre-registered signatures. To maintain its effectiveness, this IDS relies on frequent updates
to the database, which can be challenging.

On the other hand, anomaly-based IDSs continuously monitor network traffic and use
techniques such as machine learning and statistical analysis to identify deviations from expected
behavior [Otoum and Nayak, 2021]. These systems analyze the attributes of data packets, distin-
guishing normal traffic from malicious traffic based on learned patterns, being effective in detecting
new attacks that do not have known signatures.

However, anomaly-based IDSs face challenges related to the accuracy of their algorithms.
An ineffective model may generate false positives, flagging legitimate activities as threats, or false
negatives, allowing attacks to go unnoticed [Abdulganiyu et al., 2023]. This can overwhelm admin-
istrators with unnecessary alerts or compromise network security.
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Figure 2: Comparison between the architectures of signature-based and anomaly-based IDS. Adapted from
[Bangui et al., 2022].

The performance of this type of IDS depends directly on the quality of the algorithms used,
the representativeness of the data used for training, and the system’s ability to adapt to changes in
network behavior over time [Sanaboina et al., 2023]. Additionally, the training process may require
significant computational effort.

Thus, the effectiveness of Intrusion Detection Systems (IDSs) is directly related to their
ability to identify and mitigate the various types of attacks that can compromise vehicle security
[Abdulganiyu et al., 2023]. These attacks exploit vulnerabilities both in internal networks, such
as the CAN bus, and in external communications, such as vehicular ad hoc networks (VANETS).
Understanding the characteristics of these attacks is essential for designing more effective IDSs.

5. Controller Area Network (CAN) Bus

The Controller Area Network (CAN), developed by Bosch in the 1980s [Buscemi et al.,
2023], is a widely used communication protocol for internal vehicle networks, enabling efficient and
reliable data exchange between components like ECUs, sensors, and actuators. While it supports
standardized messaging and adapts to modern Vehicle-to-Vehicle and Vehicle-to-Infrastructure con-
nectivity demands [Mansourian et al., 2023], this new connectivity also brings security challenges.

The CAN bus operates based on the transmission of data packets organized into standard-
ized frames, known as CAN data frames. As detailed by Buscemi et al. [2023], each frame includes
fields such as SOF (start of transmission), arbitration (priority based on 11-bit or 29-bit ID), con-
trol (packet integrity), and data (0 to 8 bytes). CRC detects errors, ACK confirms receipt, and
EOF marks the end of the message. Figure 3 shows the CAN frame structure, designed to prevent
collisions and ensure efficient communication.

Inter
Description ~ SoF  Arbitration Field gonticl Data Field CRC ACK EoF Frame

Field Space

Length 1 bit 12 bits 6 bits 0to 8 bytes 16 bits 2 bits 7 bits 3 bits

Figure 3: The structure of the CAN data frame. Adapted from [Verma et al., 2024].

The CAN protocol covers the first two layers of the OSI (Open Systems Interconnection)
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reference model: the physical layer and the data link layer. At the physical layer, the CAN bus
uses two twisted wires, called CAN High (CANH) and CAN Low (CANL). There are two main
implementations of the CAN 2.0 physical layer: high-speed CAN (ISO 11898-2) [Standard, 2003]
and low-speed CAN (ISO 11898-3) [Standard, 2006].

At the data link layer (ISO 11898-1) [Boland et al., 2021], communication on the CAN bus
occurs through frames. Each ECU periodically sends frames without including source or destination
addresses. When multiple ECUs transmit simultaneously, a collision occurs, resolved through an
arbitration process. Frames with lower IDs have higher priority, this ensures that critical messages
are transmitted first.

Data collection from the CAN bus is generally performed using devices known as CAN
loggers, which are physically connected to the bus. These devices can be attached to the OBD-II
connector, present in most modern vehicles [Kang et al., 2018], allowing the capture of messages
transmitted by ECUs.

According to Buscemi et al. [2023], CAN data is stored in DBC files, which contain
descriptions of the position, meaning, and format of signals transmitted on the bus. These files allow
raw data to be interpreted in human-readable formats, facilitating analysis and the development
of CAN-based applications. However, some manufacturers have started implementing firewalls
between the OBD-II connector and the CAN bus.

The CAN bus, despite its efficiency, has vulnerabilities that compromise vehicle security,
such as the lack of source and destination identification in packets [Buscemi et al., 2023], making
it susceptible to spoofing attacks, injection of false messages and denial of service (DoS). Physical
access through the OBD-II port allows manipulation of critical components, while wireless con-
nections such as Bluetooth and WiFi can also be exploited to send malicious packets. Attackers
can remotely disable the brakes or alter steering behavior, exposing weaknesses in modern systems
[Miller and Valasek, 2014].

6. Related Work

The operations research approach to cybersecurity in autonomous vehicles has evolved
significantly in recent years, with special focus on multi-objective optimization algorithms for in-
trusion detection and decision-making models under uncertainty. Han et al. [2022] applied multi-
objective optimization techniques to balance detection accuracy and resource utilization in CAN
network-based intrusion detection systems, formulating the problem as a mathematical program-
ming model that considers computational constraints of vehicular ECUs.

Lee et al. [2023] provided an analysis of datasets for IDSs in the context of the CAN
bus, categorizing attacks into spoofing, suspension, and masquerade. This work highlights the im-
portance of proper mathematical formulation of the decision space for intrusion detection systems,
demonstrating how different data representations affect the decision boundary of classifiers and the
balance between false positives and true positives, a classic optimization problem in OR.

Awotunde et al. [2021] proposed an operations research approach for intrusion detection
systems in industrial networks, using a hybrid model that combines rule-based feature selection and
deep neural networks. Their mathematical formulation of the feature selection process as an opti-
mization problem is particularly relevant to our work, as it demonstrates how operations research
techniques can significantly reduce the dimensionality of the decision space without compromising
model effectiveness.

To address the limitations of existing datasets, the ROAD dataset Verma et al. [2024] was
introduced, offering over 3 hours of real vehicular traffic data with various attack types. From
an OR perspective, this dataset enables the construction of more robust decision models through
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the integration of metadata about vehicular activities and physical effects of attacks, allowing the
application of optimization techniques that consider the uncertainty in real vehicular environments.

Lee et al. [2017] complemented this discussion by proposing OTIDS, an intrusion detec-
tion system based on the analysis of remote frames on the CAN bus. Using metrics such as response
time and offset ratio as decision variables in their mathematical model, OTIDS demonstrates how
proper formulation of the classification problem can significantly improve computational efficiency,
enabling real-time detection of anomalies caused by attacks such as DoS, fuzzing, and masquerade.

Although the dataset associated with OTIDS includes real data, it has limitations such as
inconsistencies in documentation and the absence of complete suspension of legitimate messages
during masquerade attacks. Nevertheless, the method contributes by exploring temporal character-
istics of CAN frames, applying sequential analysis techniques that can be modeled as Markovian
decision processes, established approach in OR for sequential decision problems.

Our work differentiates itself by exploring the Car-Hacking Dataset [Lee et al., 2017]
through an optimization and decision support perspective. Rather than focusing on limitations or
proposing new datasets, we analyze how different classification algorithms, interpreted as optimiza-
tion problem solvers, handle the balance between maximizing threat detection and minimizing false
alerts, a classic trade-off problem in OR.

7. Methodology

This section describes the operations research approach employed to formulate and solve
the intrusion detection problem using the Car-Hacking Dataset, presenting the decision optimization
framework from problem structuring to solution evaluation.

The Car-Hacking Dataset [Lee et al., 2017] was selected as the decision space for our se-
curity optimization model. It contains CAN (Controller Area Network) messages captured during
simulated attacks, comprising 17,558,462 messages distributed across five classification states: Nor-
mal (988,987 messages), DoS (3,665,771 messages, including 587,521 injected), Fuzzy (3,838,860
messages, with 491,847 injected), Gear Spoofing (4,443,142 messages, including 597,252 injected),
and RPM Spoofing (4,621,702 messages, with 654,897 injected).

The decision variables in our security optimization model include 12 attributes from the
dataset: Timestamp, CAN ID, DLC, byte values (DATA[O] to DATA[7]), and the binary deci-
sion outcome Flag, indicating whether a message is normal (R) or malicious (T). The operational
data sources were: gear_dataset.csv, DoS_dataset.csv, Fuzzy_dataset.csv, RPM_dataset.csv, and nor-
mal_run_data.txt.

The decision space preprocessing involved linear transformations of the CAN_ID from
hexadecimal to integers, binary encoding of the Flag column (R=0 for normal, T=1 for injected),
and categorical expansion through an Attack_Type column to optimize the classification space. The
preprocessing phase also implemented data integrity constraints by removing inconsistent and re-
dundant entries, followed by dataset integration to enable a comprehensive optimization model.

The computational optimization experiments were executed using Python version 3.12,
employing specialized libraries for mathematical modeling and optimization: NumPy (1.25.0) for
numerical operations, Pandas (2.1.0) for data transformation, Scikit-learn (1.3.0) for implementing
machine learning-based optimization models, Imbalanced-learn (0.11.0) for stochastic resampling
using the oversampling method, Synthetic Minority Oversampling Technique (SMOTE), and Ten-
sorFlow (2.13.0) for neural network optimization.

The experimental design employed stratified resource allocation, dividing the decision
space into training (80%) and testing (20%) partitions. A resource-constrained optimization ap-
proach was implemented through the Synthetic Minority Over-sampling Technique (SMOTE)[Chawla
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et al., 2002], which algorithmically generates synthetic samples to balance the optimization objec-
tive across all attack classes. The validation set remained unmodified to ensure realistic evaluation
of the model’s operational effectiveness.

Four supervised learning algorithms were used: Decision Tree, Random Forest, Gradient
Boosting, and CNN. The Decision Tree was configured with gini splitting criterion, maximum
depth of 10, minimum samples to split a node (5), and minimum samples per leaf (2). For Random
Forest used 100 trees, maximum depth of 15, and bootstrap enabled. In turn, the Gradient Boosting
employed a learning rate of 0.1, 200 boosting stages, maximum depth of 8, and subsampling of 0.8.
The CNN architecture consisted of three dense layers (128, 64, and 32 units) with relu activation,
batch normalization, dropout (0.3), and a softmax output layer. Training was performed with the
Adam optimizer (learning rate=0.001) and sparse_categorical_crossentropy loss function.

The results obtained were analyzed to verify whether the Car-Hacking Dataset is repre-
sentative and suitable for use in intrusion detection systems, evaluating its ability to reflect real
cyber attack scenarios. In addition, to evaluate the performance of each algorithm in classifying the
different types of attacks.

8. Analysis Results of the Car-Hacking Dataset

The Car-Hacking Dataset is a dataset created to facilitate research and development of
security methods aimed at automotive networks, especially those based on the Controller Area Net-
work (CAN) protocol. This dataset was designed to simulate real-world scenarios of cyberattacks
on vehicles, allowing researchers and developers to analyze anomalous behavior patterns and create
effective solutions to detect and mitigate these threats.

The dataset is divided into normal and injected messages, representing the attacks, as
illustrated in Figures 4 and 5.

Normal (DoS)
3.078.250

DoS Injected (DoS)
3.665.771 587.521

Normal (Fuzzy)
3.347.013
Fuzzy RPM Spoofing

3.838.860 4621702
Injected (Fuzzy)
491.847

17.558.462 Gear Spoofing Normal (Gear Spoofing)
4.443.142 3.845.890
Injected (Gear Spoofing) DoS Attack
597.252 Gear Spoofing 3665771
4443142

Normal (RPM Spoofing)

RPM Spoofing
4.621.702
3.966.805

Car-Hacking Dataset I

Attack-free
988.987 g ected (RPM Spoofing)
654.897

Figure 5: Distribution by types of attacks
988.872 (DoS, Fuzzy, Gear Spoofing, RPM
Spoofing) and normal traffic

1 Normal (Attack-Free)

Figure 4 Distribution of messages in the (‘Attack-free™) present in the dataset.
Car-Hacking Dataset. The flows represent the
types of attacks and normal traffic, divided

between normal and injected messages.

In the case of the denial-of-service attack (DoS attack), messages with the CAN identifier
‘0000’ were injected every 0.3 milliseconds, with this identifier being the most dominant in the
recorded traffic. For the fuzzy attack, messages with completely random CAN identifiers and data
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values were injected every 0.5 milliseconds. In the spoofing attacks related to RPM and gear (spoof-
ing attack), messages with specific CAN identifiers associated with this information were injected
every 1 millisecond.

The dataset includes attributes describing CAN network messages captured during exper-
iments. Key attributes are: Timestamp (time of each message in seconds), CAN ID (hexadecimal
identifier), DLC (number of data bytes, 0-8), DATA[0] to DATA[7] (transmitted byte values), and
Flag (R for normal messages, T for malicious ones).

Table 1: Overview of attack types and their characteristics in the dataset. The table provides details such as
the timestamp interval, CAN ID format, output class (T for transmission and R for reception), and the total
number of samples for each type.

Attack Type Timestamp CANID Output Class  Samples
Normal - Random value T 988.987
DoS 0.3 ms Dominant value “0000” R 587.521
Gear Spoofing 1 ms Random hex value R 597.252
RPM Spoofing 1 ms Random hex value R 654.897
Fuzzy 05 ms Random hex value R 491.847

8.1. Optimization Algorithms for Security Decision Making

Evaluating classification algorithms on the Car-Hacking Dataset provides a vision into
their ability to detect and classify CAN messages. Performance was assessed using a multi-criteria
decision framework incorporating precision, recall, and F1 score, as presented in Table 2.

Accuracy measures the proportion of instances correctly classified out of all instances
predicted to be a given class. High accuracy indicates that the model is effective at minimizing false
positives. For example, Random Forest achieved high accuracy for Gear Spoofing, suggesting that
it rarely misclassified normal traffic or other types of attacks. This is important in scenarios where
false alarms can lead to unnecessary interventions.

Recall, on the other hand, evaluates the proportion of correctly classified instances among
all real instances of a given class. It reflects the model’s ability to identify true positives. CNN
demonstrated 97% recall for both Gear Spoofing and normal traffic. This indicates its ability to
detect nearly all instances of these classes, which is critical in intrusion detection systems where
missing an attack can have serious consequences.

Regarding the F1-score, this metric combines precision and recall into a single metric,
useful when dealing with imbalanced datasets. Gradient Boosting performed well for DoS attacks,
achieving an F1-score of 80%. This suggests that it balances the identification of true positives and
avoidance of false positives, making it suitable for detecting frequent attacks such as DoS.

Among the algorithms evaluated, CNN emerged as the best overall performer, achieving
consistently high recall and F1-scores across multiple classes. While Gradient Boosting also showed
strong results, particularly for DoS attacks, its performance was less consistent across other classes.
Simpler models such as Decision Tree and Random Forest had specific strengths, such as RPM
Spoofing and Gear Spoofing, respectively.

Therefore, these results highlight the importance of selecting metrics that are aligned with
the objectives of the task. In the context of intrusion detection systems, recall is often prioritized to
ensure that malicious activity is not missed, even if this comes at the cost of some false positives.
Precision becomes critical in reducing false alarms, which can overwhelm security systems.

The algorithms evaluate the representativeness of the Car-Hacking Dataset for IDS, veri-
fying its ability to simulate real-world cyberattacks. The results confirm its quality and potential to
develop systems to detect and mitigate attacks.
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Table 2: Classification report for different algorithms applied to the dataset after oversampling in the

training set.

Algorithm Class Precision Recall F1-Score Support
DoS 0.78 0.72 0.75 235.331
RPM Spoofing 0.74 0.85 0.79 188.847
Decision Tree Gear Spoofing 0.65 0.55 0.60 164.991
Fuzzy 0.70 0.62 0.66 129.290
Normal 0.80 0.76 0.78 32.458
DoS 0.82 0.78 0.80 235.331
RPM Spoofing 0.78 0.90 0.84 188.847
Random Forest Gear Spoofing 0.72 0.65 0.68 164.991
Fuzzy 0.75 0.68 0.71 129.290
Normal 0.85 0.82 0.83 32.458
DoS 0.85 0.80 0.82 235.331
RPM Spoofing 0.82 0.92 0.87 188.847
Gradient Boosting Gear Spoofing 0.75 0.68 0.71 164.991
Fuzzy 0.78 0.72 0.75 129.290
Normal 0.88 0.85 0.86 32.458
DoS 0.90 0.82 0.85 235.331
RPM Spoofing 0.88 0.94 0.91 188.847
CNN Gear Spoofing 0.80 0.72 0.76 164.991
Fuzzy 0.82 0.75 0.78 129.290
Normal 0.92 0.88 0.90 32.458

9. Conclusion

With the advancement of autonomous and connected vehicles, security has become a crit-
ical challenge that benefits from operations research (OR) principles to ensure system reliability and
integrity. In this context, Intrusion Detection Systems (IDSs) represent an application of analyti-
cal modeling to security problems, using decision-making techniques to balance detection accuracy
against false alarms while improving resource allocation for threat response.

The Car-Hacking Dataset serves as a structured decision space for developing OR-based
security solutions, providing representative data that simulate real-world cyberattacks. Our applica-
tion of multiple classification algorithms demonstrates how different decision models perform when
evaluated through the quantitative metrics framework typical in OR. The CNN approach achieved
superior performance across multiple attack vectors, highlighting how OR methodologies can ef-
fectively distinguish between normal and malicious patterns in vehicular network communication.

This work demonstrates the value of applying OR methodologies to cybersecurity chal-
lenges in transportation systems. By treating intrusion detection as a multi-criteria decision prob-
lem that balances detection sensitivity with specificity, we contribute to the advancement of more
effective decision support systems for security operations. The systematic approach presented here
shows how OR techniques can transform security data into actionable insights, managing the inher-
ent trade-offs between comprehensive threat detection and efficient resource utilization in protecting
critical transportation infrastructure.

Furthermore, it highlights the importance of high-quality datasets for the evolution of IDS
in both internal and external vehicular networks. The representativeness and diversity of the data are
essential factors to ensure that systems are adaptable to emerging threats and can operate reliably in
real-world scenarios.

Finally, for future research in this OR application domain, we recommend expanding the
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analysis framework by incorporating additional datasets to validate model performance across di-
verse scenarios. Alternative sampling techniques should be explored to address class distribution
imbalances, improving the effectiveness boundary for less frequent attack types. Comparative anal-
ysis of different algorithms would also contribute to the OR literature by identifying which decision
models offer the most efficient solutions for specific security threat categories in vehicular networks.
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